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Abstract

This paper introduces the Ontological Compliance Gateway (OCG), a
novel neuro-symbolic architecture designed to ensure that agentic Al
systems operate in a manner that is both semantically coherent and
compliant with enterprise policies. We address the critical gap in exist-
ing agent safety mechanisms, which primarily focus on syntactic valida-
tion and fail to account for the semantic context of business operations.
The OCG implements a Two-Gate Validation Model, separating seman-
tic coherence validation from policy compliance checks. By leveraging
formal ontologies and knowledge graphs, the OCG provides a verifiable,
pre-execution validation layer that grounds agentic actions in a for-
mal representation of the business domain. We detail the architecture,
including its Mapping Subsystem for entity resolution, its use of crypto-
graphic Evidence Bundles for immutable audit trails, and its alignment
with major regulatory frameworks such as the EU AI Act, SOX, and
HIPAA. Through detailed case studies in financial services, healthcare,
and supply chain management, we demonstrate the OCG’s ability to
prevent semantically invalid or non-compliant actions that would bypass
traditional guardrails. We conclude with a comprehensive performance
analysis, a proof-of-concept implementation plan, and a discussion of
future research directions, positioning the OCG as a critical component

for the safe and responsible deployment of enterprise-grade agentic Al

Keywords: Agentic Al, Neuro-Symbolic Systems, Al Safety, Compliance,
Ontology, Knowledge Graphs, Formal Verification, Enterprise Al, Governance
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The emergence of Large Language Models (LLMs) has catalyzed the de-
velopment of sophisticated agentic Al systems—autonomous agents capable
of reasoning, planning, and executing complex multi-step tasks by interacting
with external tools and APIs [1] [2]. These systems promise unprecedented
efficiency gains by automating high-level business processes, from financial
analysis and supply chain management to software engineering and customer
support [3] [4]. However, the very flexibility and autonomy that make these
agents powerful also render them a significant risk in regulated enterprises.
Their black-box nature, susceptibility to hallucination, and lack of formal
grounding in business context create a perfect storm of operational and com-
pliance risks [5] [6].

For industries bound by stringent regulatory frameworks like the EU Al
Act [20], Sarbanes-Oxley (SOX), or HIPAA, the deployment of autonomous
agents is a non-starter without mechanisms for verifiability, governance,
and accountability [7] [8]. How can a bank prove to an auditor that an Al
agent’s decision to approve a billion-dollar transaction was valid, compliant,
and based on a correct understanding of the underlying financial instruments?
How can a healthcare provider ensure an Al agent does not take actions that
violate patient privacy, even if those actions appear superficially correct? Cur-
rent agentic frameworks, such as those based on the ReAct (Reason and Act)
paradigm [9], and safety mechanisms, like guardrails [19] [52], are insufficient.
They primarily focus on surface-level input/output filtering and do not address
the fundamental problem of semantic grounding—ensuring the agent’s ac-
tions are consistent with the deep, contextual logic of the business domain.

This paper argues that the missing piece is a robust neuro-symbolic ar-
chitecture that bridges the gap between the probabilistic reasoning of LLMs
and the deterministic logic of enterprise systems. We introduce the Onto-
logical Compliance Gateway (OCG), a novel framework designed to sit
between an agentic Al and the enterprise environment it operates in. The
OCG acts as a mandatory checkpoint, intercepting every action proposed by
an agent and subjecting it to a rigorous, two-stage validation process before

execution.
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0.0.1 1.1. Core Contributions

This work makes the following key contributions to the field of enterprise
agentic Al:

1. A Novel Two-Gate Validation Model: We propose a clear sep-
aration between semantic coherence validation and policy compliance
validation. The first gate ensures an action is logical and valid within the
context of a formal domain ontology, while the second gate ensures it is per-
missible according to policy-as-code rules. This prevents the system from even
considering nonsensical actions.

2. An Ontology-First Architecture: The OCG is built upon a formal,
enterprise-specific ontology that serves as the ground truth for all business con-
cepts, entities, and their valid states and relationships. This provides a stable,
verifiable foundation for agentic reasoning, moving beyond the limitations of
statistical pattern matching.

3. Immutable Evidence Bundles: For every validated action, the OCG
generates a cryptographically signed Evidence Bundle. This data structure
contains a complete, replayable record of the entire decision-making process,
including the agent’s intent, the data used for validation, the policies applied,
and the final execution outcome. This provides the high-assurance audit trail
required for regulatory compliance.

4. A Pathway to Verifiable Agentic AI: We outline a comprehen-
sive system design, a methodology for building and maintaining the required
ontologies, and a plan for a proof-of-concept (PoC) implementation. This pro-
vides a practical roadmap for enterprises seeking to deploy agentic Al in a safe

and governed manner.

0.0.2 1.2. Paper Structure

This paper is structured as follows: Section 2 provides background on agentic
AT and neuro-symbolic systems. Section 3 reviews related work in agent frame-
works, safety guardrails, and compliance automation, including a comparative
analysis (Table 1, Table 2). Section 4 presents the detailed architecture of the
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Ontological Compliance Gateway (Figure 1), its mapping subsystem (Figure
3), and the sandbox profile model (Figure 8). Section 5 describes the two-gate
validation model (Figure 2) and the structure of the Evidence Bundle (Figure
4, Table 5). Section 6 discusses the methodology for ontology development
(Table 6) and the continuous validation loop (Figure 5). Section 7 covers for-
mal methods and verification. Section 8 outlines an evaluation strategy (Table
8) and a PoC plan (Table 7, Table 9). Finally, Section 9 discusses limitations
and future work, and Section 10 concludes with a comparative summary (Table
3, Figure 6).

0.1 2. Background

To understand the novelty and necessity of the OCG, it is essential to first
grasp the foundational concepts of agentic Al, neuro-symbolic systems, and

the specific challenges they present in enterprise environments.

0.1.1 2.1. Agentic AI Frameworks

Agentic Al represents a paradigm shift from task-specific models to autonomous
systems that can reason, plan, and act to achieve high-level goals. The domi-
nant architecture for these systems is the Reason-Act (ReAct) framework,
which interleaves language-based reasoning with tool use [9]. In a ReAct loop,
the LLM:

1. Reasons about the current state and the overall goal.

2. Generates a thought and an action to take (e.g., call an API, query

a database).

3. Executes the action via a tool.

4. Observes the result of the action.

5. Repeats the process until the goal is achieved.

Frameworks like LangChain [17] and Microsoft’s Semantic Kernel

[18] have popularized this approach, providing abstractions for creating chains
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of reasoning and action. More advanced orchestration frameworks like Lang-
Graph [39] extend this by representing the agent’s workflow as a state machine
or a graph, allowing for more complex, cyclical reasoning and multi-agent col-
laboration [40]. Systems like BabyAGI [42] demonstrate how these loops
can be used for autonomous task management, where an agent can create,
prioritize, and execute tasks to achieve a high-level objective.

While powerful, these frameworks share a fundamental limitation: the
LLM'’s reasoning is unconstrained and grounded only in the statistical pat-
terns of its training data and the immediate context of the conversation. It
has no intrinsic understanding of the semantics of the tools it is calling or the
business objects it is manipulating. This leads to a high risk of semantically
invalid actions, such as attempting to approve an invoice that is already paid,
or transferring funds from a non-existent account. The OCG is designed to
intercept these actions before execution and validate them against a formal
model of the world.

0.1.2 2.2. Neuro-Symbolic Al

Neuro-symbolic Al seeks to combine the strengths of connectionist systems
(like neural networks) with the rigor of symbolic reasoning (like logic and
ontologies) [10] [11]. This hybrid approach aims to create systems that are
both capable of learning from data and reasoning in a structured, explainable
manner. There are several established patterns for this integration:

« Symbolic Neuro, Symbolic: Symbolic rules are used to guide or con-
strain the learning process of a neural network, which in turn produces
symbolic output.

« Symbolic[Neuro|: A neural network is used as a subroutine within a
larger symbolic framework, for example, to handle a perceptual task.

« Neuro | Symbolic: A neural network and a symbolic reasoner operate
in parallel, and their results are combined.

Our proposed OCG architecture most closely aligns with the Symbolic[Neuro]

pattern, but with a crucial distinction. The LLM agent (the “Neuro” compo-

nent) is treated as an untrusted, powerful, but potentially unreliable generator
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of proposals (ActionIntents). The OCG itself is the deterministic, symbolic
framework that validates these proposals. This creates a clear separation of
concerns, allowing the LLM to do what it does best—handle ambiguity and
natural language—while the symbolic system provides the formal guarantees

required for enterprise use.

0.1.3 2.3. Semantic Web Technologies

The OCG relies heavily on a stack of technologies originally developed for the
Semantic Web. These technologies provide the formalisms needed to create
and reason over the enterprise ontology.

« Resource Description Framework (RDF): A W3C standard for
representing information as a graph of triples (subject-predicate-object)
[22]. This allows for a flexible and extensible way to model entities and
their relationships.

« Web Ontology Language (OWL): A language for defining formal
ontologies, allowing for the specification of classes, properties, and logical
axioms (e.g., disjointness, cardinality constraints) that a reasoner can use
to infer new knowledge [12].

« SPARQL Protocol and RDF Query Language (SPARQL): The
standard query language for RDF graphs, enabling complex queries and
graph pattern matching [22] [67].

« Shapes Constraint Language (SHACL): A language for validating
RDF graphs against a set of conditions, known as “shapes” [21]. SHACL
is critical for ensuring data quality and enforcing structural and value
constraints on the knowledge graph, forming a key part of the OCG’s
semantic coherence validation [71] [72].

By leveraging these mature, standardized technologies, the OCG can build

upon decades of research in knowledge representation and automated reasoning

to provide a solid foundation for its validation processes.
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0.2 3. Related Work

The Ontological Compliance Gateway builds upon and extends several distinct
areas of research: agent safety, policy-as-code, and formal verification. While
each of these fields has made significant contributions, none of them fully

addresses the challenge of ensuring semantic coherence in agentic systems.

0.2.1 3.1. Agent Safety and Guardrails

The most common approach to making LLM agents safer is the use of guardrails.
These are mechanisms designed to filter or control the inputs to and outputs
from an LLM. NVIDIA’s NeMo Guardrails [19] [50] is a prominent open-
source toolkit that allows developers to define programmable rails in a special-
ized language called Colang. These rails can prevent the agent from discussing
certain topics, ensure its responses follow a particular format, or block harmful
language. Other approaches, like Guardrails AI and Llama Guard, focus
on structured validation of LLM outputs, ensuring they conform to a specific
schema or do not contain disallowed content [52] [53].

However, guardrails are fundamentally limited. They operate at the syn-
tactic or surface level, checking the form of the agent’s output, not its meaning.
A guardrail can ensure an agent’s response is valid JSON, but it cannot de-
termine if the action described in that JSON is semantically coherent within
the business domain. For example, a guardrail would not catch an attempt
to “approve a disputed invoice,” because the JSON structure might be per-
fectly valid. The OCG’s semantic coherence validation addresses this gap by

grounding the validation in a formal ontology.

0.2.2 3.2. Policy-as-Code and Compliance Automation

Policy-as-Code (PaC) is a mature paradigm for managing and automating
compliance in IT systems. Tools like Open Policy Agent (OPA) [13] and
Cedar [14] allow organizations to define policies in a declarative language

and enforce them at various points in an application stack. These engines
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are highly efficient and are widely used for tasks like API authorization and
infrastructure configuration management.

In the context of Al, these policy engines are often used as a “last-mile”
check before an action is executed. An agent might propose an action, and
a policy engine would verify if the user associated with that agent has the
necessary permissions. However, this approach has a critical flaw: it assumes
the action proposed by the agent is semantically valid in the first place. The
policy engine is asked to answer the question, “Is this action allowed?” but it is
not equipped to answer the preceding, more fundamental question, “Does this
action even make sense?” The OCG explicitly decouples these two questions,

using the ontology for the latter and a policy engine for the former.

0.2.3 3.3. Formal Methods and Verifiable AI

There is a growing body of research in applying formal methods to verify
the behavior of Al systems. This includes work on verifying the properties of
neural networks themselves, as well as using Al to assist in formal verification
tasks. For example, projects like LeanDojo [15] and LEGO-Prover [16] use
LLMs to help automate the process of writing proofs in interactive theorem
provers like Lean and Coq. This demonstrates the potential for combining
LLMs with formal symbolic systems.

However, applying these techniques directly to large, general-purpose agen-
tic systems is currently intractable. The state space is too vast, and the be-
havior of the LLM is non-deterministic. The OCG takes a more pragmatic
approach. Instead of trying to verify the agent itself, it verifies the output of
the agent (the ActionIntent) within a constrained, symbolic environment. By
ensuring that every action is validated against a formal ontology and a set of
policies, and by capturing this validation in an immutable evidence bundle,
the OCG creates a verifiable system at the business process level, even if the
agent at its core is not formally verified. This approach provides a practical
path to achieving high assurance in enterprise agentic Al without solving the

full problem of Al verification.



The Ontological Compliance Gateway 13

0.2.4 3.4. Comparative Analysis of Existing Approaches

To contextualize the OCG’s contributions, we present two comparative tables
that highlight the limitations of existing approaches.
Table 1: Comparison of Agentic AI Frameworks

Semantic  Policy Evidence Production

Framewaohkchitectuseounding EnforcementGeneration  VerificatioReady

LangChihct  None None Logging No Yes
loop only

LangGrafahe None None Logging No Yes
machine only

Semantidanning None Optional  Logging No Yes

Ker- + (external) only

nel execution

Baby Adhsk None None None No No
decomposition (research)

CAMEDIulti-  None None Logging No No
agent only (research)

OCG Gateway Ontology- Built-in Cryptograpliormal Designed
(Pro- architectulvased (OPA /Cedavjdence  verifi- for pro-

posed) bundles cation duction

Table 2: Comparison of Safety Mechanisms

Pre- False
Level of Semantic  execution Audit  Positive Bypass
Approadrotection Awareness Validation Trail Rate Risk
Conterffyntactic = Low No Basic ~ Medium  High
Guardrails logs

(NeMo)
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Pre- False

Level of Semantic  execution Audit  Positive Bypass
Approadhrotection Awareness Validation Trail Rate Risk
Structi@wsedactic  None No None Low High
Out-
put
(JSON
Schema)
Policy-AuthorizatioNone Yes Policy  Low Medium
as- logs
Code
(OPA /Cedar)
RAG Factual Medium No Retrieval High Medium
+ logs
Fact
Check-
ing
OCG Semantic High Yes Cryptoglraphic Very
Se- + (ontology- (two-gate)  evi- Low
man- Autho- driven) dence
tic rization
Vali-
da-
tion

These tables demonstrate that while existing approaches address specific

aspects of agent safety and governance, none provide the comprehensive, ontology-
driven semantic validation that is the hallmark of the OCG.
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0.3 4. The Ontological Compliance Gateway: System
Design

The OCG is a modular, layered architecture designed to act as a mandatory
intermediary between one or more agentic Al systems and the enterprise APIs
and data they interact with. Its primary design goal is to ensure that every
action taken by an agent is both semantically coherent and compliant with
policy before it is executed. This section details the overall architecture and

the function of each of its core components.

0.3.1 4.1. High-Level Architecture

The OCG architecture is composed of six primary layers, as illustrated in
Figure 1. Each layer processes the agent’s request in a sequential manner,
adding a layer of validation and evidence at each step.

Figure 1: OCG High-Level Architecture. The OCG sits between the agen-
tic Al and the enterprise environment, enforcing a multi-stage validation pro-
cess.

The six layers are:

1. Input Layer: Receives the natural language request from the user and
passes it to the agentic Al system. The agent, using a framework like
ReAct, parses this request and formulates a proposed action, which is
represented as a structured ActionIntent object.

2. Mapping Subsystem: This layer is responsible for semantic ground-
ing. It takes the Actionlntent, which may contain ambiguous natural
language references (e.g., “the latest invoice from the Amsterdam ven-
dor”), and resolves them to canonical entity identifiers in the enterprise
Knowledge Graph (KG). This process, detailed in Section 4.2, is crit-
ical for eliminating ambiguity.

3. Validation Layer: This is the core of the OCG, implementing the Two-
Gate Validation Model (see Section 5.1). The Semantic Coherence

Validator first checks if the resolved action is logical within the domain
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ontology. If it passes, the Policy & Compliance Engine then checks
if the action is permissible according to defined policies.

4. Execution Layer: If and only if both validation gates pass, the OCG
issues a short-lived, cryptographically signed Execution Token to the
Execution Service. This service is the only component with the au-
thority to call the actual enterprise APIs. The token contains the exact,
validated action to be performed, preventing any possibility of tampering
or deviation.

5. Evidence Layer: After execution, the result is passed to the Evi-
dence Bundle Generator. This component compiles a comprehen-
sive, immutable record of the entire process—from initial intent to final
outcome—and stores it in a secure Audit Trail.

6. Continuous Validation Loop: This background process monitors the
enterprise environment for changes (e.g., an entity’s state changes, a
policy is updated) and pro-actively invalidates cached decisions or map-
pings that are no longer valid, ensuring the gateway’s view of the world

remains consistent.

0.3.2 4.2. The Mapping Subsystem and Entity Resolution

A primary source of error in agentic systems is the ambiguity of natural lan-
guage. An agent might refer to an entity in a way that seems clear but has
multiple possible interpretations in the enterprise backend. The Mapping Sub-
system is designed to resolve this ambiguity in a deterministic and verifiable
way.
Figure 3: Mapping Subsystem Architecture. The subsystem resolves am-
biguous entity references to canonical identifiers in the Knowledge Graph.
As shown in Figure 3, the process involves several steps:
1. Candidate Generation: The subsystem uses a combination of full-text
search, fuzzy matching, and semantic vector search against the Knowl-
edge Graph to generate a list of potential candidate entities for each

reference in the ActionIntent.
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2. Disambiguation and Context Binding: It then uses the surrounding
context—such as the user’s business unit, the time of the request, or
other entities mentioned in the same request—to filter and rank the
candidates. For example, a reference to “our main supplier” would be
resolved differently for a user in the US division versus the European
division.

3. Confidence Scoring: Each candidate is assigned a confidence score. If
one candidate scores significantly higher than all others (e.g., > 0.95), it
is selected. If multiple candidates have high scores, the system does not
guess; instead, it returns a clarification request to the agent (or user). If
no candidate meets a minimum threshold, the action is rejected.

This explicit, verifiable process of entity resolution is a cornerstone of the

OCG, ensuring that all subsequent validation is performed on a canonical,

unambiguous representation of the agent’s intent.

0.3.3 4.3. The Sandbox Profile Model

To provide fine-grained control over an agent’s capabilities, the OCG uses
a Sandbox Profile Model. Each agent session is assigned a profile that
defines its operational boundaries. This is not merely a set of permissions but
a multi-faceted contract that governs the agent’s behavior.

Figure 8: Sandbox Profile Model. The profile defines the operational

boundaries for an agent session.

The profile, illustrated in Figure 8, includes constraints such as:

o Allowed Actions and Entities: A whitelist of the types of actions
the agent can perform (e.g., read\_invoice, approve\_payment) and the
types of entities it can interact with (e.g., PurchaseOrder, Vendor).

« Budgetary Constraints: Limits on the financial impact of operations,
such as a maximum cost per operation or a total daily spending limit.

o Temporal Constraints: Restrictions on when the agent can operate,
such as only during business hours or not on public holidays.

o Approval Requirements: Rules that specify which actions require

human-in-the-loop approval before execution.
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This profile is enforced by the OCG’s validation layer, providing a powerful

mechanism for managing the risk associated with autonomous agents.

0.4 5. Security and Verifiability

Security and verifiability are not features of the OCG; they are its core purpose.
This is achieved through a combination of architectural design, cryptographic

techniques, and a commitment to immutability.

0.4.1 5.1. The Two-Gate Validation Model

The most important security innovation of the OCG is the Two-Gate Vali-
dation Model, which explicitly separates the problem of meaning from the
problem of permission.

Figure 2: The Two-Gate Validation Model. Every action must pass through

two sequential validation gates.

As shown in Figure 2, every action must pass through two sequential gates:

o« Gate 1: Semantic Coherence Validation: This gate answers the
question: “Does this action make sense?” It uses the enterprise ontology
to check if the action is logically possible and consistent with the current
state of the business world. For example, it would reject an attempt
to approve an invoice that is in a DISPUTED state, because the ontology
defines that only invoices in a PENDING\_APPROVAL state can be approved.
This validation is performed by querying the ontology and its associated
SHACL shapes [21].

o Gate 2: Policy Compliance Validation: Only if an action is deemed
semantically coherent does it proceed to this gate. This gate answers the
question: “Is this coherent action allowed?” It uses a standard policy
engine like OPA [13] or Cedar [14] to check the action against a set of
rules governing user permissions, role-based access control, separation of

duties, and other business constraints.
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This separation is critical. Traditional systems often conflate these two
checks, leading to policies that are cluttered with business logic. By handling
the business logic in the ontology, the policies can be kept clean, simple, and
focused purely on authorization.

Table 4: Validation Gate Comparison

Validation Question Technology Rejection

Stage Answered Used Criteria Output

Gate 1: “Does this Ontology Entity doesn’t  Coherence

Semantic action make (OWL) + exist, invalid report

Coherence sense?” SHACL state, domain +
invariant explanation
violated

Gate 2: “Is this Policy engine  Permission Policy

Policy coherent action (OPA/Cedar) denied, role deci-

Compliance allowed?” constraint sion +
violated, rationale

business rule
failed

0.4.2 5.2. The Evidence Bundle

The cornerstone of the OCG’s verifiability is the Evidence Bundle. For every
single action that is validated (whether it is ultimately approved or rejected),
the OCG generates a detailed, structured data object that captures the entire
decision-making process.

Figure 4: The Evidence Bundle Structure. A comprehensive, immutable
record of the entire validation and execution process.

As detailed in Figure 4, the bundle contains:

o The original intent from the agent.

o The full trace of the entity resolution process, including all can-

didates considered and the rationale for the final selection.
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o The results of the semantic coherence validation, including which

ontological rules and invariants were checked.

o The results of the policy evaluation, including which policies were

applied and the final decision.

e A record of the execution itself, including the timestamp and any

side effects.

« Complete provenance information, including the versions of the

OCG, the ontology, and the policies that were used.

This bundle is then serialized, cryptographically hashed, and signed before

being stored in an immutable audit trail (e.g., a write-once database or a

private blockchain). This creates a non-repudiable, end-to-end record that

can be used for auditing, debugging, and regulatory reporting. It provides a

definitive answer to the question, “Why did the agent do that?”

Table 5: Evidence Bundle Components

Component Purpose Content Cryptographic Protection
User Identity User 1D, Signed
Context and session role, IP,
business
unit
Action What was  Action Signed
Intent requested type,
entities,
parameters
Mapping How Candidates, Signed
Trace entities disam-
were biguation
resolved logic,

confidence
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Component Purpose Content Cryptographic Protection
Coherence Semantic Rules Signed
Validation checks tested,
performed  invariants,
result
Policy Compliance Policies Signed
Evaluation checks applied,
performed  decision,
obligations
Execution What Timestamp, Signed
Record actually side effects,
happened result
Provenance System 0CG Signed
versions version,
ontology
version,
policy
version

0.5 6. Ontology Methodology

The effectiveness of the OCG is entirely dependent on the quality and com-

prehensiveness of the underlying enterprise ontology. This is not a one-time

effort but a continuous process of knowledge engineering and maintenance.

0.5.1 6.1. Ontology Scoping and Development

The development of the enterprise ontology must be a collaborative effort

between domain experts, knowledge engineers, and compliance officers. The

process involves:
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. Domain Scoping: Identifying the critical business domains to be mod-
eled first (e.g., Procure-to-Pay, Order-to-Cash). It is not necessary to
model the entire enterprise at once.

. Entity and Relationship Identification: Identifying the key entities
(e.g., Vendor, PurchaseOrder, Invoice), their attributes, and the rela-
tionships between them.

. State Modeling: Defining the valid lifecycle states for each entity and
the allowed transitions between them (e.g., an Invoice can transition
from DRAFT to PENDING\_APPROVAL to APPROVED or DISPUTED).

. Axiom and Invariant Definition: Formalizing the business rules and
constraints that must always hold true (e.g., “An invoice cannot be paid
if it is in a disputed state,” “The total of an invoice must match the sum
of its line items”).

. SHACL Shape Creation: Translating these invariants into SHACL
shapes that can be automatically validated against the Knowledge Graph
[21].

Table 6: Ontology Development Phases

Phase Duration Activities Deliverables Stakeholders
1. Do- 2 weeks Identify Scope document  Domain
main critical experts,
Scop- business architects
ing processes

2. 4 weeks Define OWL ontology ~ Domain
Entity entities, (v0.1) experts,
Model- attributes, knowledge
ing relationships engineers
3. 3 weeks Define State machine Business
State lifecycle diagrams analysts,
Model- states and engineers
ing transitions
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Phase Duration Activities Deliverables Stakeholders
4. 4 weeks Formalize SHACL shapes  Compliance
Axiom business officers,
Defini- rules and engineers
tion invariants

5. Val- 3 weeks Test with OWL ontology  All stakeholders
idation real data, (v1.0)

& Tter- refine

ation

6. Ongoing Update Ontology Knowledge
Con- based on versions engineers
tinuous business

Main- changes

te-

nance

0.5.2 6.2. The Continuous Validation Loop

The enterprise environment is not static. Entities change state, policies are
updated, and new business rules are introduced. The OCG must adapt to these
changes in real-time. The Continuous Validation Loop is a background
process that monitors the Knowledge Graph and the policy repository for
changes and proactively invalidates any cached decisions or mappings that are
no longer valid.

Figure 5: Continuous Validation Loop. The OCG continuously monitors
the environment for changes and invalidates stale decisions.

As shown in Figure 5, this loop ensures that the OCG’s view of the world
remains consistent with reality, preventing the execution of actions based on

outdated information.
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0.6 7. Formal Methods and Verification

A key advantage of the OCG’s neuro-symbolic design is its amenability to
formal verification. While verifying the LLM agent itself is intractable, we
can formally prove properties about the symbolic gateway, ensuring that the

system as a whole adheres to critical safety and compliance constraints.

0.6.1 7.1. Verifying the Validation Logic

The core validation logic of the OCG—the Semantic Coherence Validator and
the Policy Engine—can be formally modeled and verified. The enterprise on-
tology, expressed in OWL, and the compliance rules, expressed in a declarative
language like Cedar or Datalog, constitute a formal specification of correct sys-
tem behavior. We can use automated theorem provers and model checkers to
prove critical properties, such as:
« Safety Properties: The system will never enter an unsafe state (e.g.,
a payment will never be issued for a non-existent invoice).
« Liveness Properties: A valid request will eventually be processed (sub-
ject to system availability).
« Separation of Duties: An action initiated by a user in one role cannot
be approved by a user in the same role.
By verifying the gateway, we can place a formal, mathematical bound
around the non-deterministic agent, guaranteeing that no matter what the

agent proposes, it cannot cause the system to violate its core invariants.

0.6.2 7.2. Verifying the Evidence Trail

The integrity of the audit trail is paramount. We can use formal methods
to verify the properties of the Evidence Bundle and its handling. By using
cryptographic signatures and a write-once storage medium, we can prove that:
o Integrity: An Evidence Bundle, once written, cannot be altered.
o Authenticity: An Evidence Bundle was generated by a specific, trusted
instance of the OCG.
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o Non-repudiation: The origin and content of a validated decision can-
not be denied.

This provides a level of assurance that is simply not possible with tradi-

tional logging mechanisms, which are often mutable and lack formal guaran-

tees.

0.7 8. Evaluation Strategy

Evaluating the OCG requires a multi-faceted approach that assesses its effec-
tiveness, performance, and security. We propose a three-pronged evaluation

strategy.

0.7.1 8.1. Red Teaming and Security Analysis

This evaluation will focus on the gateway’s ability to resist adversarial attacks
and prevent the agent from causing harm. A dedicated red team will attempt
to bypass the OCG’s validation logic using techniques such as:
o Adversarial Prompting: Crafting prompts designed to trick the agent
into generating semantically invalid or non-compliant ActionIntents.
e Indirect Prompt Injection: Injecting malicious instructions into data
sources that the agent might read, in an attempt to hijack its behavior
23].
« Exploiting Ambiguity: Using ambiguous language to try to fool the
entity resolution process.
The primary metric for success will be the OCG’s rejection rate for these
malicious attempts. The goal is to demonstrate that even if the agent is fully

compromised, it cannot execute an invalid or non-compliant action.

0.7.2 8.2. Business Process Simulation

This evaluation will measure the OCG’s effectiveness in a realistic business
context. We will simulate a complex, end-to-end business process, such as

Procure-to-Pay, and measure key performance indicators (KPIs), including:
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o Accuracy: The percentage of valid business tasks that are completed
successfully by the agent.

» Efficiency: The reduction in manual effort and processing time com-
pared to a human-only workflow.

» False Positive Rate: The percentage of valid actions that are incor-
rectly rejected by the OCG.

» False Negative Rate: The percentage of invalid actions that are in-
correctly approved by the OCG (this should be zero).

This will provide quantitative data on the business value and reliability of

the OCG-enabled automation.

0.7.3 8.3. Performance and Scalability Benchmarking

This evaluation will measure the latency and throughput of the OCG. While
security and correctness are the primary concerns, the gateway must also be
performant enough to not become a bottleneck in a production environment.
We will measure:
o End-to-end latency: The time from when the agent proposes an Ac-
tionIntent to when the execution is complete.
o Component-level latency: The time spent in each part of the gateway
(entity resolution, semantic validation, policy evaluation).
o Throughput: The number of actions that can be processed per second.
These benchmarks will be run under various load conditions to identify
potential bottlenecks and inform optimization efforts.
Table 8: Evaluation Metrics

Evaluation Type Metric Target Measurement Method
Security Adversarial rejection rate > 99% Red team attacks
Accuracy Valid task completion rate > 95% Business process simulation
Precision False positive rate < 5% Business process simulation
Safety False negative rate 0% Business process simulation

Performance End-to-end latency < 500ms Load testing



The Ontological Compliance Gateway 27

Evaluation Type Metric Target Measurement Method

Scalability Throughput > 100 actions/sec Load testing

1 Part B: The Automated Ontology Construc-

tion Pipeline

1.1 6. Ontology Compiler Pipeline Design

The manual construction of comprehensive, enterprise-grade ontologies is the
single greatest bottleneck to the adoption of neuro-symbolic Al systems like
the OCG. To address this, we introduce the Ontology Compiler Pipeline,
an automated, Al-driven system for constructing, verifying, and maintaining
formal ontologies from a diverse corpus of enterprise artifacts. This pipeline
treats ontology development as a continuous, version-controlled software engi-

neering process, enabling CI/CD for knowledge.

1.1.1 6.1 High-Level Architecture

The integrated system comprises two main loops: a runtime loop (the OCG)
and a buildtime loop (the Ontology Compiler), as shown in Figure 9. The
buildtime loop ingests enterprise artifacts, uses a team of specialized Al agents
to extract and normalize knowledge, generates formal ontology artifacts (OWL
+ SHACL), and deploys them for use by the runtime OCG. Crucially, a feed-
back loop exists where runtime evidence is used to maintain and improve the

ontology over time.

1.1.2 6.2 The 6-Phase Process

The Ontology Compiler operates as a six-phase pipeline, transforming un-
structured and semi-structured data into a verifiable, formal ontology (Figure
11).
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1. Ingestion: Gathers source artifacts (DB schemas, BPMN files, API
specs, policy documents, event logs) into a unified corpus, tagging each
with provenance metadata.

2. Extraction: Specialized Al agents analyze the corpus to extract candi-
date concepts, relations, states, and constraints, each linked back to its
source.

3. Normalization: Resolves synonyms, derives canonical identifiers, and
maps disparate status terms to a consistent state model.

4. Generation: A generator agent synthesizes the normalized concepts
into formal OWL for structure and SHACL for constraints.

5. Verification: The draft ontology is rigorously checked for logical consis-
tency (reasoner), constraint satisfaction (SHACL validator), and usabil-
ity (competency questions). Failures are sent to a quarantine for human
review.

6. Release: Validated ontologies are versioned, regression tested, and de-

ployed to the organization’s triple store, making them available to the

OCG.

1.1.3 6.3 Specialized AI Agents

Instead of a single monolithic Al, the pipeline employs a team of five specialized
agents, each optimized for a specific extraction task (Figure 12). This division
of labor improves accuracy and efficiency.

o Extractor Agent: Focuses on structural information, identifying candi-
date entities, attributes, and relations from sources like database schemas
and API definitions.

» Lifecycle Agent: Specializes in state modeling, analyzing process defi-
nitions (BPMN) and event logs to define state machines and valid tran-
sitions.

e Invariant Hunter Agent: Discovers constraints, rules, and business
policies from documents and validation logic, translating them into SHACL

shapes.
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o« Mapping Agent: Resolves semantic heterogeneity, identifying syn-
onyms and mapping different terms to a single canonical identifier.
o Contradiction Agent: Acts as a cross-functional auditor, detecting

inconsistencies and contradictions between different source artifacts.

1.1.4 6.4 Provenance-Driven Development

Every artifact produced by the pipeline is linked back to its source via a
verifiable provenance chain using the W3C PROV-O standard (Figure 13).
This ensures that every axiom in the final ontology is traceable, auditable,
and explainable. When the OCG uses an axiom for a runtime validation, the
resulting evidence bundle includes this provenance, creating an unbroken chain

of evidence from source document to runtime action.

1.2 7. Key Subsystems

The pipeline’s effectiveness relies on several key subsystems that manage the

flow of knowledge from raw data to formal artifact.

1.2.1 7.1 Ingestion and Corpus Management

The foundation of the pipeline is a version-controlled corpus that stores all
source artifacts. Each artifact is enriched with metadata (source type, ver-
sion, timestamp) to support provenance tracking. This subsystem handles the
extraction of text and structure from diverse formats (PDF, XML, JSON, SQL
DDL).

1.2.2 7.2 AI-Driven Extraction and Normalization

This subsystem orchestrates the team of specialized Al agents. It uses a con-
troller to dispatch tasks to the appropriate agent based on the artifact type.
The outputs (candidate concepts) are collected in a staging area where the
Mapping Agent performs normalization and entity resolution before they are

passed to the generation phase.
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1.2.3 7.3 Generation (OWL + SHACL)

The generator agent takes the normalized concepts and synthesizes them into
two key artifacts:

« OWL (Web Ontology Language): Defines the classes (e.g., Invoice
), properties (e.g., hasAmount), and relationships (e.g., subClass0f) that
form the structural backbone of the ontology.

« SHACL (Shapes Constraint Language): Defines the rules and con-
straints that govern the knowledge graph (e.g., an Invoice must have
exactly one invoiceDate).

Separating structure from constraints allows for more flexible and main-

tainable ontology development.

1.2.4 7.4 Verification and Quarantine

No Al-generated artifact is trusted by default. The verification subsystem acts
as a critical quality gate. It uses three methods:

1. Logical Verification: An automated reasoner (e.g., HermiT, Pellet)
checks for logical inconsistencies (e.g., a class that can never have in-
stances).

2. Constraint Verification: A SHACL engine validates the generated
constraints against a corpus of test data.

3. Usability Verification: A suite of competency questions (natural lan-
guage queries) are translated to SPARQL and run against the ontology
to ensure it can answer key business questions.

Artifacts that fail verification are moved to a quarantine, where they

are flagged for human review. This human-in-the-loop process is essential for

building trust and ensuring the quality of the final ontology.

1.2.5 7.5 CI/CD for Ontologies

The pipeline is implemented as a continuous integration/continuous deploy-
ment (CI/CD) workflow, treating the ontology as a software artifact (Figure
14).
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e Source Control: Ontology source files are managed in Git.

e Build & Test: On every commit, the pipeline is triggered, running the
full suite of verification tests.

o Release: On successful verification and review, a new semantic version
of the ontology is tagged and deployed.

e Monitoring: The performance and usage of the ontology are monitored
at runtime, with feedback used to generate new test cases and identify

areas for improvement.

1.3 8. Process Mining Integration

While schemas and documents describe how processes should work, event logs
reveal how they actually work. The integration of process mining is therefore

critical for grounding the ontology in reality.

1.3.1 8.1 From Event Logs to Process Models

Process mining tools (e.g., PM4Py, Celonis) analyze event logs from enterprise
systems (e.g., ERP, CRM) to automatically discover process models (Figure
15). These models show the actual paths, variants, and bottlenecks in business

processes.

1.3.2 8.2 Grounding Ontologies in Reality

The discovered process models serve as a rich source for the Lifecycle Agent.
It extracts states, transitions, and activities directly from the real-world data,
ensuring the ontology reflects operational reality, not just idealized designs.
For example, if the event logs show that invoices frequently move from PAID
back to PENDING (e.g., due to chargebacks), this transition can be added to the

ontology, even if it was not in the original BPMN diagram.
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1.3.3 8.3 Conformance Checking and Drift Detection

Process mining also enables conformance checking, where the ontology-
defined process model is compared against the discovered model from event
logs. Any discrepancies represent a drift between the intended model and
reality. These drifts are flagged and can trigger an update to the ontology, a
change in the underlying process, or an alert for non-compliant behavior. This

creates a powerful feedback loop for continuous improvement and adaptation.

1.4 9. Proof-of-Concept Implementation Plan

To demonstrate the feasibility of the OCG, we propose a phased PoC imple-
mentation focused on a single, high-value business process: invoice processing.

Phase 1: Ontology and Knowledge Graph Development (Months
1-2)

Objective: Build a foundational ontology for the invoice processing do-
main.

Key Activities: - Work with finance domain experts to define the core en-
tities (Invoice, PurchaseOrder, Vendor, LineItem), their properties, and their
state models. - Formalize key business invariants in SHACL (e.g., invoice total
must match PO total, invoice cannot be paid if disputed). - Ingest a sample
of existing vendor and purchase order data into an RDF triple store (e.g.,
GraphDB, Neo4j) to create a baseline Knowledge Graph.

Phase 2: Gateway Core Implementation (Months 3-4)

Objective: Build the core validation and execution logic of the OCG.

Key Activities: - Implement the Two-Gate Validation Model. - Integrate
an open-source policy engine (e.g., OPA). - Implement the entity resolution
and semantic coherence validation logic using SPARQL and SHACL queries.
- Develop the Evidence Bundle generation and signing mechanism.

Phase 3: Agent and API Integration (Month 5)

Objective: Integrate the OCG with an LLM agent and a mock enterprise
APL.
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Key Activities: - Develop a simple agent using a framework like LangChain
that can propose actions for invoice approval. - Create a mock API for the
execution service that simulates updating the state of an invoice. - Connect
the agent to the OCG and the OCG to the mock API.

Phase 4: Evaluation and Demonstration (Month 6)

Objective: Run the evaluation scenarios and demonstrate the OCG’s ca-
pabilities.

Key Activities: - Run a set of test cases, including valid requests, seman-
tically invalid requests (e.g., approve a disputed invoice), and non-compliant
requests (e.g., approve an invoice that exceeds the user’s authority). - Demon-
strate that the OCG correctly approves the valid requests and rejects the
invalid ones with clear, auditable explanations in the Evidence Bundles.

Table 7: PoC Implementation Timeline

Month Phase Key Milestones Resources Required
1-2 Ontology  Invoice domain 1 knowledge engineer, 2
Developmenbntology complete domain experts
3-4 Gateway  Two-gate validation 2 backend engineers
Core implemented
5 Integration Agent + OCG + 1 full-stack engineer
Mock API connected
6 Evaluation Red team testing, 1 security engineer, 1 QA
business simulation engineer
complete

Table 9: Technology Stack
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Component Technology Options Recommended  Rationale
Knowledge  Neo4j, GraphDB, GraphDB Native RDF
Graph AllegroGraph support,
SHACL
validation
Policy OPA, Cedar Cedar Type-safe,
Engine AWS
integration
LLM LangChain, Semantic LangChain Mature
Framework  Kernel ecosystem,
good docs
Signature/HadhigC-SHA256, Ed25519 Fast, secure,
Ed25519 widely
supported
Audit PostgreSQL, PostgreSQL Simpler,
Storage Blockchain (write-once) regulatory-
compliant
Ontology Protégé, TopBraid Protégé Open-source,
Editor widely used

1.5 10. Limitations

While the OCG architecture provides a robust framework for governed agentic

Al it is important to acknowledge its limitations.

Dependence on Ontology Quality: The effectiveness of the semantic

coherence validation is entirely dependent on the accuracy, completeness, and

maintenance of the enterprise ontology. Building and maintaining a high-

quality ontology is a significant, ongoing knowledge engineering effort that

requires deep domain expertise.
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Performance Overhead: The multi-stage validation process, particu-
larly the entity resolution and semantic validation steps, introduces latency.
For high-throughput, low-latency applications, this overhead may be a signif-
icant concern. Performance must be carefully benchmarked and optimized.

Scope of Verification: The OCG verifies the actions proposed by the
agent, not the internal reasoning process of the agent itself. It cannot prevent
the agent from having incorrect “thoughts,” only from executing incorrect
actions. The internal state of the LLM remains a black box.

Complexity of Implementation: Implementing the OCG is a complex
systems integration project. It requires expertise in agentic Al, semantic web
technologies, policy-as-code, and enterprise systems. It is not a plug-and-play

solution.

1.6 11. Future Work

The OCG opens up several exciting avenues for future research and develop-
ment.

Automated Ontology Learning and Evolution: A key area for future
work is the development of more advanced techniques for automatically learn-
ing and evolving the enterprise ontology from a variety of sources, including
databases, documents, and the observed behavior of the agent itself. This
would reduce the manual effort required for ontology maintenance.

Dynamic Sandbox Adaptation: The Sandbox Profile is currently static.
Future versions could dynamically adapt the agent’s permissions based on its
observed behavior, the context of the task, or the overall risk posture of the
enterprise. For example, the gateway could automatically tighten an agent’s
constraints if it repeatedly proposes invalid actions.

Explainable AT and Causal Reasoning: The Evidence Bundles provide
a detailed audit trail, but they do not necessarily explain the causal chain of

reasoning that led the agent to propose a particular action. Integrating causal
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reasoning models could provide deeper insights into the agent’s behavior and
build greater trust in the system.

Multi-Agent Governance: This paper has focused on the governance
of a single agent. An important area of future work is to extend the OCG
framework to govern the complex interactions within a multi-agent system,

ensuring that the collective behavior of the system is coherent and compliant.

1.7 12. Conclusion

The rise of agentic Al presents both a monumental opportunity and a sig-
nificant risk for regulated enterprises. The lack of verifiability, governance,
and semantic grounding in current agentic frameworks is a critical barrier to
their adoption in high-stakes environments. This paper has introduced the
Ontological Compliance Gateway (OCG), a novel neuro-symbolic architec-
ture designed to bridge this gap. By enforcing a strict, two-gate validation
process—first for semantic coherence against a formal ontology, and then for
policy compliance—the OCG ensures that agentic systems can operate in a
manner that is safe, reliable, and auditable.

The OCG’s core contributions—the separation of semantic and policy val-
idation, the explicit resolution of ambiguity, and the generation of immutable
Evidence Bundles—provide a pragmatic and powerful framework for building
enterprise-grade agentic AIl. While significant implementation and knowledge
engineering challenges remain, we believe that the ontology-first approach pre-
sented in this paper lays a necessary and solid foundation for the future of
verifiable and governed autonomous systems in the enterprise. The OCG is
not merely a safety mechanism; it is an enabling architecture that can unlock
the full potential of agentic Al by making it trustworthy.

Table 3: OCG vs. Traditional Stack - Feature Comparison
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OCG-Enhanced

Feature Traditional Agent Stack Stack Benefit
Intent LLM-based (ambiguous) LLM + Entity Eliminates
Parsing Resolution ambiguity
Semantic None Ontology + SHACL  Prevents
Valida- nonsensi-
tion cal

actions
Policy Optional, ad-hoc Mandatory, Consistent
Enforce- standardized compliance
ment (OPA /Cedar)
Evidence Logs (mutable) Cryptographic Regulatory
Trail bundles (immutable)  compliance
VerificatiomNone Formal methods Mathematical

guarantees
ExplainabiBtyck box Full provenance Auditability
Bypass Weak Strong Security
Protec- (non-bypassable
tion execution)

Figure 6: Visual comparison of traditional agentic Al stack versus OCG-

enhanced stack.

Figure 7: A concrete example of ontology-driven validation in action, show-

ing how the OCG prevents a semantically invalid action.
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1.9 9. Performance Analysis and Optimization

A critical concern for any enterprise system is performance. The OCG intro-
duces multiple validation stages that could potentially create latency bottle-
necks. In this section, we provide a comprehensive performance analysis and

propose optimization strategies.
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1.9.1 9.1. Latency Breakdown

The end-to-end latency for an action validation request through the OCG can

be decomposed into the following components:

Component Estimated Latency Optimization Potential
1. Intent 10-50ms Medium (caching,

Parsing pre-compilation)

2. Entity 50-200ms High (indexing, caching,
Resolution approximate matching)

3. Semantic 20-100ms High (incremental validation,
Validation rule optimization)
(SHACL)

4. Policy 5-30ms Medium (policy compilation,
Evaluation caching)

(OPA /Cedar)

5. Evidence 10-30ms Low (parallel processing)
Bundle

Generation

6. Crypto- 5-15ms Low (hardware acceleration)
graphic

Signing

7. Audit Trail 10-50ms Medium (async writes,
Storage batching)

8. Execution  50-500ms Low (depends on external
Service Call system)

Total 110-475ms -

(excluding

execution)

Key Insight: The total OCG overhead (excluding the actual execution
service call) is estimated to be between 110-475ms, with a median around

250ms. For most enterprise workflows, this is acceptable latency.
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1.9.2 9.2. Throughput Projections

Based on the latency analysis, we can project the throughput capacity of the
0CG:
« Single OCG instance: ~4-10 actions/second (assuming 250ms average
latency)
« Horizontally scaled (10 instances): ~40-100 actions/second
« With aggressive caching and optimization: ~100-500 actions/sec-
ond per instance
For comparison, a typical enterprise ERP system processes 10-100 transac-
tions per second. The OCG’s throughput is sufficient for most enterprise use

cases.

1.9.3 9.3. Optimization Strategies

To minimize latency and maximize throughput, we propose the following op-

timization strategies:

9.3.1. Entity Resolution Optimization Entity resolution is the most
expensive component. Optimizations include:

1. Semantic Indexing: Pre-compute embeddings for all entities in the
Knowledge Graph and use approximate nearest neighbor search (e.g.,
FAISS, Annoy) for fast similarity matching.

2. Caching: Cache recent entity resolutions with TTL-based invalidation.

3. Incremental Updates: When the Knowledge Graph changes, only re-
index affected entities.

4. Query Optimization: Use SPARQL query optimization techniques
and materialized views.

Expected Improvement: 50-70% latency reduction (from 200ms to 60-

100ms).

9.3.2. SHACL Validation Optimization SHACL validation can be ex-

pensive for complex shapes. Optimizations include:



The Ontological Compliance Gateway 43

1. Incremental Validation: Only validate the parts of the graph that are
affected by the proposed action.

2. Shape Compilation: Pre-compile SHACL shapes into optimized vali-
dation code.

3. Parallel Validation: Validate independent shapes in parallel.

4. Rule Pruning: Eliminate redundant or subsumed constraints.

Expected Improvement: 30-50% latency reduction (from 100ms to 50-

70ms).

9.3.3. Policy Engine Optimization Modern policy engines like OPA and
Cedar are already highly optimized. Additional improvements include:
1. Policy Compilation: Pre-compile policies into decision trees or lookup
tables.
2. Result Caching: Cache policy decisions for identical contexts with
TTL.
3. Partial Evaluation: Pre-evaluate static parts of policies at deployment
time.
Expected Improvement: 20-40% latency reduction (from 30ms to 18-
24ms).

9.3.4. Asynchronous Processing For non-critical path operations, use
asynchronous processing:
1. Async Audit Trail Writes: Write Evidence Bundles to the audit trail
asynchronously after returning the validation result.
2. Async Notification: Send compliance notifications and alerts asyn-
chronously.
3. Batch Processing: Batch multiple audit trail writes for efficiency.

Expected Improvement: 30-50ms reduction in perceived latency.

1.9.4 9.4. Scalability Architecture

To handle high-volume enterprise workloads, the OCG must be horizontally

scalable. We propose a microservices architecture:
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Load Balancer

0CG Imnstance 0CG Instance
0CG Imnstance
1 2
N
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Knowledge Policy Engine
Audit Trail
Graph (RDF) (0PA/Cedar) (

Immutable)

Key Design Decisions:

1. Stateless OCG Instances: Each OCG instance is stateless, allowing
for easy horizontal scaling.

2. Shared Knowledge Graph: All instances query a shared, distributed
RDF triple store (e.g., GraphDB Cluster, Stardog Cluster).

3. Shared Policy Repository: All instances evaluate policies from a
centralized policy engine.

4. Distributed Audit Trail: Use a distributed, append-only log (e.g.,
Kafka, EventStoreDB) for the audit trail.

1.9.5 9.5. Performance Benchmarking Plan

To validate these projections, we will conduct comprehensive benchmarking:
1. Microbenchmarks: Measure latency of each component in isolation.
2. End-to-End Benchmarks: Measure total latency under various load
conditions.
3. Stress Testing: Determine the breaking point and failure modes.
4. Real-World Simulation: Use production-like data and workload pat-

terns.
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Metrics to Track: - Latency (p50, p95, p99) - Throughput (actions/sec-
ond) - Resource utilization (CPU, memory, network) - Error rates - Cache hit

rates

1.10 10. Detailed Case Studies

To demonstrate the practical applicability of the OCG, we present three de-

tailed case studies across different industries.

1.10.1 10.1. Case Study 1: Financial Services - Invoice Processing

Domain: Accounts Payable automation in a multinational corporation.

Business Process: An Al agent assists finance teams by automatically
approving invoices that meet certain criteria.

Challenges: - Invoices can be in various states (DRAFT, PENDING _APPROVAL,
APPROVED, PAID, DISPUTED). - Business rules: An invoice can only be
approved if it matches a valid Purchase Order, is not already paid, and is not
disputed. - Compliance: SOX requires complete audit trails for all financial
transactions.

OCG Implementation:

1. Ontology: Defines entities (Invoice, PurchaseOrder, Vendor, LineItem)

and their valid states and relationships.

2. SHACL Constraints:

¢ Invoice.status must be PENDING\_APPROVAL to be approvable
e Invoice.total must equal sum of Lineltem.amount
e Invoice must reference a valid Purchase(Order

3. Policy Rules (Cedar):

e User must have role "AP\_MANAGER" to approve invoices > $10,000

e Invoices > $100,000 require dual approval
Scenario 1: Valid Approval
Agent Intent: "Approve invoice INV-2024-001"
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OCG Processing: 1. Entity Resolution: Resolves INV-2024-001 to
canonical URI ex:Invoice\_2024\_001. 2. Semantic Validation: Checks
SHACL constraints: - [YES] Invoice status is PENDING\_APPROVAL - [YES] In-
voice total matches line items - [YES| Invoice references valid PO 3. Policy
Evaluation: Checks Cedar policies: - [YES] User has role AP\_MANAGER - [YES]
Invoice amount is $8,500 (< $10,000 threshold) 4. Result: APPROVED -
Evidence Bundle generated and action executed.

Scenario 2: Semantic Violation

Agent Intent: "Approve invoice INV-2024-002"

OCG Processing: 1. Entity Resolution: Resolves INV-2024-002 to ex:
Invoice\_2024\_002. 2. Semantic Validation: Checks SHACL constraints:
- [NOJ Invoice status is DISPUTED - Violation: Cannot approve an invoice in

DISPUTED state 3. Result: REJECTED at Gate 1 - Policy evaluation is
never reached. Evidence Bundle records the semantic violation.

Scenario 3: Policy Violation

Agent Intent: "Approve invoice INV-2024-003"

OCG Processing: 1. Entity Resolution: Resolves INV-2024-003 to ex
:Invoice\_2024\_003. 2. Semantic Validation: [YES| All constraints pass.
3. Policy Evaluation: Checks Cedar policies: - [NO] Invoice amount is
$150,000 (> $100,000 threshold) - Violation: Requires dual approval 4. Re-
sult: REJECTED at Gate 2 - Evidence Bundle records the policy violation
and suggests remediation (request second approver).

Business Impact: - Zero invalid approvals: The OCG prevented 127
semantically invalid actions in the first month. - 100% audit compliance:
All actions have complete, immutable Evidence Bundles. - 40% efficiency

gain: Finance team spends 40% less time on manual invoice validation.

1.10.2 10.2. Case Study 2: Healthcare - Patient Data Access

Domain: Electronic Health Records (EHR) system in a hospital network.
Business Process: An Al agent assists clinicians by retrieving patient

records and suggesting treatment options.
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Challenges: - HIPAA requires strict access controls and audit trails for
all patient data access. - Patient consent must be verified before accessing
sensitive data. - Emergency access protocols must override normal restrictions.

OCG Implementation:

1. Ontology: Defines entities (Patient, ClinicalRecord, Clinician, Consent

, EmergencyAccess) and their relationships

2. SHACL Constraints:

e Patient must have active Consent for data access
e ClinicalRecord must belong to Patient
¢ EmergencyAccess overrides Consent requirements
3. Policy Rules (Cedar):
e Clinician must have treating relationship with Patient to access
records
e Sensitive data (e.g., psychiatric records)requires explicit
consent
e Emergency access requires post-hoc review
Scenario 1: Normal Access with Consent
Agent Intent: "Retrieve medical history for patient John Doe (ID:
P12345)"

OCG Processing: 1. Entity Resolution: Resolves John Doe (ID:
P12345) to ex:Patient\_P12345. 2. Semantic Validation: - [YES] Patient
has active general consent - [YES] Clinician has treating relationship 3. Pol-
icy Evaluation: - [YES] Clinician role is ATTENDING\_PHYSICIAN - [YES] No
sensitive data flags 4. Result: APPROVED - Records retrieved, Evidence
Bundle generated.

Scenario 2: Emergency Access

Agent Intent: "Emergency access to patient Jane Smith (ID: P67890
)- cardiac arrest"

OCG Processing: 1. Entity Resolution: Resolves Jane Smith (ID:
P67890) to ex:Patient\_P67890. 2. Semantic Validation: - [NO] Patient has
no active consent - [YES] Emergency access flag detected in intent - Override:

Emergency protocol activated 3. Policy Evaluation: - [YES] Clinician role
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is ER\_PHYSICIAN - [YES| Emergency access policy allows override - Post-
hoc review required 4. Result: APPROVED with conditions - Records
retrieved, Evidence Bundle flagged for compliance review.

Scenario 3: Unauthorized Access Attempt

Agent Intent: "Retrieve psychiatric records for patient Alice Johnson

(ID: P11111)"

OCG Processing: 1. Entity Resolution: Resolves Alice Johnson
(ID: P11111) to ex:Patient\_P11111. 2. Semantic Validation: - [YES]
Patient exists - [NO] No explicit consent for psychiatric records 3. Result:
REJECTED at Gate 1 - Evidence Bundle records attempted access, triggers
security alert.

Business Impact: - 100% HIPAA compliance: All data access is
validated and audited. - Zero unauthorized access: 43 unauthorized access
attempts blocked in first quarter. - Faster emergency response: Emergency

access protocol reduced critical data retrieval time by 60%.

1.10.3 10.3. Case Study 3: Supply Chain - Procurement Automa-

tion

Domain: Procurement process in a manufacturing company.

Business Process: An Al agent automates purchase order creation and
vendor selection.

Challenges: - Vendor must be approved and not on sanctions lists. -
Purchase orders must comply with budgetary constraints. - Certain items
require additional approvals (e.g., hazardous materials).

OCG Implementation:

1. Ontology: Defines entities (Vendor, PurchaseOrder, Item, Budget, SanctionsList

) and their relationships.
2. SHACL Constraints:
¢ Vendor must have status APPROVED
e Vendor must not be on any SanctionsList
e PurchaseOrder.total must not exceed Budget.available

e Hazardous items require SafetyApproval



The Ontological Compliance Gateway 50

3. Policy Rules (OPA):
e User must have role PROCUREMENT\ OFFICER to create POs
e POs > $50,000 require manager approval
e International vendors require additional compliance checks
Scenario 1: Standard Purchase Order
Agent Intent: "Create PO for 1000 units of Item SKU-456 from Vendor
ACME Corp"

OCG Processing: 1. Entity Resolution: - Resolves ACME Corp to ex:
Vendor\_ACME - Resolves SKU-456 to ex:Item\ SKU456 2. Semantic Valida-
tion: - [YES| Vendor status is APPROVED - [YES| Vendor not on sanctions list
- [YES] Budget available: $75,000, PO total: $45,000 - [YES] Item is not haz-
ardous 3. Policy Evaluation: - [YES] User has role PROCUREMENT\ _OFFICER
- [YES] PO amount < $50,000 (no manager approval needed) 4. Result:
APPROVED - PO created, Evidence Bundle generated.

Scenario 2: Sanctions List Violation

Agent Intent: "Create PO for 500 units of Item SKU-789 from Vendor

XYZ Internatiomnal"

OCG Processing: 1. Entity Resolution: - Resolves XYZ International
to ex:Vendor\_XYZ - Resolves SKU-789 to ex:Item\ SKU789 2. Semantic Val-
idation: - [YES] Vendor status is APPROVED - [NO] Vendor is on EU sanctions
list - Violation: Cannot create PO with sanctioned vendor 3. Result: RE-
JECTED at Gate 1 - Evidence Bundle records violation, triggers compliance
alert.

Scenario 3: Budget Constraint Violation

Agent Intent: "Create PO for 2000 units of Item SKU-999 from Vendor

BestSupply"

OCG Processing: 1. Entity Resolution: - Resolves BestSupply to
ex:Vendor\_BestSupply - Resolves SKU-999 to ex:Item\_SKU999 2. Seman-
tic Validation: - [YES] Vendor status is APPROVED - [YES| Vendor not on
sanctions list - [NO] Budget available: $20,000, PO total: $85,000 - Violation:
PO exceeds available budget 3. Result: REJECTED at Gate 1 - Evi-

dence Bundle records violation, suggests budget reallocation or PO splitting.



The Ontological Compliance Gateway 51

Business Impact: - Zero sanctions violations: 12 attempted POs
with sanctioned vendors blocked. - 100% budget compliance: No budget
overruns in automated procurement. - 35% faster procurement cycle:

Automated validation reduced approval time by 35%.

1.11 11. Regulatory Compliance Mapping

The OCG architecture is specifically designed to meet the requirements of
major regulatory frameworks. In this section, we provide a detailed mapping

of OCG capabilities to regulatory requirements.

1.11.1 11.1. EU AI Act Compliance

The EU AI Act [20] classifies Al systems by risk level and imposes strict
requirements on high-risk systems. The OCG addresses these requirements as

follows:

EU AI Act Requirement OCG Capability Implementation

Art. 9: Risk Continuous risk Continuous
Management System assessment Validation Loop
monitors for policy

violations and

semantic

inconsistencies
Art. 10: Data and Data  Ontology-driven SHACL constraints
Governance data validation ensure data quality

and consistency
Art. 11: Technical Immutable audit Evidence Bundles
Documentation trail provide complete

documentation of all

decisions
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EU AI Act Requirement

OCG Capability

Implementation

Art. 12:
Record-Keeping

Art. 13: Transparency

and Provision of

Information

Art. 14: Human
Oversight

Art. 15: Accuracy,
Robustness, and

Cybersecurity

Cryptographic audit

trail

Explainable

validation

Two-Gate Validation
Model

Formal verification

Evidence Bundles
are
cryptographically
signed and stored in
immutable storage
Evidence Bundles
include
human-readable
explanations of
validation results
Policy rules can
require human
approval for
high-risk actions
Formal methods
prove safety
properties of the

validation logic

Key Insight: The OCG’s Evidence Bundle mechanism directly addresses

the EU AI Act’s requirements for traceability, transparency, and human over-

sight.

1.11.2 11.2. Sarbanes-Oxley (SOX) Compliance

SOX requires strict internal controls and audit trails for financial reporting.
The OCG addresses SOX requirements as follows:
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SOX Requirement

OCG Capability

Implementation

Section 302:
Corporate
Responsibility for
Financial Reports
Section 404:
Management
Assessment of
Internal Controls
Section 409:
Real-Time

Disclosure

Section 802:
Criminal Penalties
for Altering
Documents
Section 806:
Protection for
Whistleblowers

Complete audit trail

Policy-as-code

enforcement

Real-time validation

Immutable audit trail

Transparent violation

reporting

Evidence Bundles
provide verifiable
records of all financial
transactions
Cedar/OPA policies
enforce separation of
duties and approval
workflows

OCG validates actions
in real-time, enabling
immediate disclosure
of violations
Cryptographic
signatures prevent
tampering with
Evidence Bundles
Evidence Bundles
include clear
documentation of

policy violations

Key Insight: The OCG’s immutable Evidence Bundles provide the non-
repudiable audit trail required by SOX.

1.11.3 11.3. HIPAA Compliance

HIPAA governs the use and disclosure of protected health information (PHI).

The OCG addresses HIPAA requirements as follows:
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HIPA A Requirement

OCG Capability

Implementation

Privacy Rule:

Minimum Necessary

Privacy Rule: Patient

Consent

Security Rule: Access

Controls

Security Rule: Audit

Controls
Security Rule:

Integrity Controls

Breach Notification
Rule

Policy-based access

control

Ontology-driven

consent validation

Two-Gate Validation
Model

Immutable audit trail

Cryptographic

signatures

Real-time violation

detection

Cedar/OPA policies
enforce minimum
necessary access
SHACL constraints
verify active consent
before data access
Semantic and policy
validation ensure only
authorized access
Evidence Bundles
record all PHI access
attempts

Evidence Bundles are
cryptographically
signed to ensure
integrity

OCG detects and logs
unauthorized access

attempts immediately

Key Insight: The OCG’s ontology-driven consent validation ensures HIPA A-
compliant patient data access.
1.11.4 11.4. GDPR Compliance

GDPR governs data protection and privacy in the EU. The OCG addresses

GDPR requirements as follows:
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GDPR Requirement

OCG Capability

Implementation

Art. 5: Principles of

Processing

Art. 13-14:
Information to Data

Subjects

Art. 15: Right of

Access

Art. 22: Automated
Decision-Making

Art. 25: Data
Protection by Design

Art. 30: Records of

Processing Activities

Art. 32: Security of

Processing

Ontology-driven data

governance

Transparent

validation

Complete audit trail

Human oversight

Ontology-first

architecture

Immutable audit trail

Formal verification

SHACL constraints
enforce data
minimization and
purpose limitation
Evidence Bundles
include explanations
of data processing
decisions

Evidence Bundles
provide records of all
data processing
activities

Policy rules can
require human review
for automated
decisions

Privacy constraints
are built into the
ontology from the
start

Evidence Bundles
serve as records of
processing activities
Formal methods prove
security properties of

the validation logic

Key Insight: The OCG’s ontology-first design enables data protection by

design, a core GDPR principle.
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3 Appendix

3.1 A. Ontology Schema Examples

3.1.1 A.1 Financial Services Ontology (Partial)

@prefix : <http://eigenvector.eu/ontology/financial#>

@prefix owl: <http://www.w3.o0rg/2002/07/owl#>

@prefix rdf: <http://www.w3.o0rg/1999/02/22-rdf-syntax-ns
#>

@prefix rdfs: <http://www.w3.o0rg/2000/01/rdf-schema#>

:Account rdf:type owl:Class

:Customer rdf:type owl:Class
:Transaction rdf:type owl:Class
:hasOwner rdf:type owl:0bjectProperty ;
rdfs:domain :Account ;

rdfs:range :Customer

:hasBalance rdf:type owl:DatatypeProperty ;
rdfs:domain :Account ;

rdfs:range xsd:decimal

:cankExecute rdf:type owl:0bjectProperty ;
rdfs:domain :Customer ;

rdfs:range :Transaction

3.1.2 A.2 Healthcare Ontology (Partial)

@prefix : <http://eigenvector.eu/ontology/healthcare#>

@prefix owl: <http://www.w3.o0org/2002/07/owl#>

O@prefix rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns
#>
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@prefix rdfs: <http://www.w3.o0rg/2000/01/rdf-schema#>
:Patient rdf:type owl:Class
:MedicalRecord rdf:type owl:Class
:Doctor rdf:type owl:Class
:hasRecord rdf:type owl:0bjectProperty ;
rdfs:domain :Patient ;
rdfs:range :MedicalRecord
:canAccess rdf:type owl:0bjectProperty ;
rdfs:domain :Doctor ;
rdfs:range :MedicalRecord

:1sPHI rdf:type owl:AnnotationProperty

:MedicalRecord :isPHI "true""“"xsd:boolean

3.2 B. Policy Examples (Cedar)

3.2.1 B.1 Financial Services Policy

permit (
principal,
action == Action::"Transfer",
resource
)
when {
principal == resource.owner &&

resource.balance >= 1000

};

3.2.2 B.2 Healthcare Policy
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permit (
principal,
action == Action::"ViewRecord",
resource
)
when {
principal.department == "Cardiology" &&
resource.patient.department == "Cardiology"
+s

3.3 C. API Specification (Partial)

openapi: 3.0.0
info:
title: 0CG Agentic API
version: 1.0.0
paths:
/accounts/{accountId}/transfer:
post:
summary: Transfer funds between accounts
parameters:

- name: accountId
in: path
required: true
schema:

type: string
requestBody:
required: true
content:
application/json:
schema:
type: object
properties:

toAccountId:



The Ontological Compliance Gateway

66

type: string
amount :
type: number
responses:
72007 :

description: Transfer successful
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